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On-line safety newsletter January 2018

1. On-line safety workshop for Parents —
Hunloke Park Primary School 31% January @ 6.00pm.

There is a parental workshop on online safety on Wednesday 31st January at 6pm for parents of children at
the GSLC cluster group of schools. The session will be run by the police but the MAT team are also hoping
to attend. Please complete attached slip so we have idea of numbers. Thank you.

2. Technology, Toys and the internet
https://www.nspcc.org.uk/preventing-abuse/keeping-children-safe/online-safety/technology-toys-and-the-
internet/

Keep your children safe with tips on technology, toys and the internet.

It's important to be aware of technology, toys and internet safety. That's because over the next few years,
millions of objects will be connected to the internet. You might have already bought an internet-connected gift
for your child, so it's important to be aware of the potential risks.

What is the Internet of Things?
The Internet of Things, sometimes called the 10T, refers to everyday objects that connect to the internet.
Internet of Things devices can be activated using voice commands and can be controlled remotely using a
smartphone app. Lots of these devices are also Bluetooth-enabled, meaning they are able to connect to
nearby devices, without having to connect to the internet.
Internet of Things examples include:

o smart speakers, such as Google Home and Amazon Echo

o wearables, such as Fitbit and Apple Watch

o Smart meters measuring household energy consumption.

What is the Internet of Toys?

Along with the devices above, many toys now connect to the internet. This is sometimes referred to as the
Internet of Toys. These products include:

o toys with voice and/or image recognition, such as Hello Barbie™ and Furby Connect
o app-enabled robots, drones and other mechanical toys, such as Dash and Dot.

What are the risks of internet-connected devices?
Because 10T devices can feel unobtrusive in the home, you may not realise they pose the same security risks

as more conventional devices, such as smartphones and tablets. This means you could be more relaxed
about your security when using them. In reality, these devices collect personal data, often both audio and
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visual. These devices might also be vulnerable to hacking, as there are no safeguards or security standards
for internet-connected objects.

8 tips for keeping your family safe when using internet-connected
devices

1. Read the manual

Check the guidance provided by manufacturers. Product information often comes with new devices
or can be found online. This will give you some idea as to how the device collects and shares data.

2. Be app aware

Many Internet of Things devices require downloading an app. You should check the privacy settings
and permissions of any apps you download, as well as the product itself.

3. Consider buying brands

Buying a recognised brand is likely to offer greater security than cheaper options, although there
have been data breaches with some of the most popular 10T toys. Reading reviews online will help
you understand the digital safety of a product.

4. Use parental controls

Many products have parental controls or child-safe modes as standard. These limit search abilities
and access to paid-for services. We recommend using these for children under 13. If you're giving a
device as a Christmas gift, make sure you enable these features before the 25 December.

5. Check your connections are safe

It's important that your internet router is secure. Most internet service providers have security
features, so you may want to consider switching these to safe mode. If the device has Bluetooth, set
it to ‘undiscoverable’, otherwise you may unintentionally share data or allow hackers to take control
of the device.

6. Be password protected

Make sure all passwords are changed from their defaults. The use of strong, unique passwords is
essential to protecting you and your family online.

7. Talk to your child about online safety

See the NSPCC website for further information about how to talk to your child about on-line safety and some
of the issues you may be worried about.
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